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A fundamental consideration in designing successful trust scores in a peer-to-peer system is the
self-interest of individual peers. We propose a strategyproof partition mechanism that provides
incentives for peers to share files, is non-manipulable by selfish interests, and approximates trust
scores based on EigenTrust. The basic idea behind the partition mechanism is that the peers are
partitioned into peer groups and incentives are structured so that a peer only downloads from peers
in one other peer group. We show that the total error in the trust values decreases exponentially
with the number of peer groups. In addition to theoretically guaranteeing non-manipulability, in
practice our trust system performs nearly as well as EigenTrust and has better load-balancing
properties.
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1. INTRODUCTION

Peer-to-peer networks have been a focus of much interest in the distributed systems com-
munity, due to their advantages in scalability and robustness over traditional client-server
architectures. However, the openness and symmetry that gives P2P systems their advan-
tages results in their vulnerability to attacks and manipulations, as well as to free-riders.
Deployed P2P file-sharing networks today have problems with malicious peers who share
inauthentic files and free-riding peers who download files but do not share them.

There is a considerable amount of recent research that focuses on the design and develop-
ment of systems which rate peers on their likelihood of giving authentic filesABIKR
and GARCIA-MOLINA 2003; R. QHA and TOMKINS 2004; KUNG and WU 2003] based
on the recommendations of other peers. In these works, it is assumed that there are two
types of peers. On the one hand, there are honest peers who, though they might free-ride
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unless rewarded for sharing, will never share inauthentic files or cheat the trust system. On
the other hand, there are malicious peers who attempt to minimize the number of success-
ful downloads in the network by any possible means. The goal of these reputation systems
is to isolate malicious peers from the network and encourage honest peers to share files by
rewarding them with high trust values and with a better quality of service.

Unfortunately, honest peers, who had no desire to manipulate the system before the in-
troduction of trust, now have an incentive to lie to the system in order to improve their trust.

A selfish peer will naturally submit the recommendation, true or false, that will maximize
its trust and therefore its quality of service. Unlike malicious peers, these selfish peers do
not wish to disrupt the network but merely to maximize their own utility. Nonetheless, if
each peer provides false recommendations, the trust system will be unable to discriminate
between selfish and malicious peers. The gaming of real-world reputation systems such as
Amazon [HARMON 2004] and Kazaa show that this concern is not merely theoretical.

We address this problem by creating a trust system in which a peer’'s recommendation
does not affect its score in the next round. Thus, the peer has no incentive to manipu-
late its recommendation. We call such a systen-manipulable Our approach will be
to take EigenTrust [S. KMVAR and GARCIA-MOLINA 2003], an existing trust system,
and replace it with a system that is non-manipulable but with trust scores that provably
approximate EigenTrust’s.

Our trust system, calledyclic partitioning creates a query topology by partitioning
peers into colors arranged in an ordering such that each peer only has incentives to query
and download from peers in its successor color. Then, when calculating the trust score for
a particular color, each peer in that color is assumed to provide neutral recommendations
for peers in its successor color. We show the following results:

(1) Cyclic partitioning is a non-manipulable trust system.

(2) Cyclic partitioning approximates EigenTrust with error that decreases exponentially
in the number of colors.

(3) The query routing structure of cyclic partitioning yields no additional overhead in
terms of messages sent per response received, and the trust score calculation can be
performed exactly and more efficiently than in EigenTrust.

(4) In simulations, cyclic partitioning performs nearly as well as EigenTrust at reducing
the number of bad downloads while maintaining better load-balancing properties.

2. RELATED WORK

The self-interest of individual peers has been recognized in previous work as a fundamental
consideration in designing successful P2P systems. Dutta et al.JDrADand ZHANG

] discuss issues of self-interest in the design of trust rating schemes. In citeStrat, the
authors outline guiding principles for a vision of strategyproof computing in P2P systems.
Buragohain et al. [C. BRAGOHAIN and SURI ] study the interaction of strategic and
rational peers from a game theoretic perspective, and propose a differential service-based
incentive scheme to encourage file-sharing participation. Finally, izi[8nd GARCIA-

MoLINA 2003], a simple Selfish Link-based Incentive mechanism (SLIC) is presented
for P2P file sharing systems, where the amount of service a peer receives depends on the
amount of service it provides.
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3. MODEL

In this section, we outline our interaction model, the strategic model of the agents, and the
requirements that a non-manipulable trust system must satisfy.

As in EigenTrust, our model is divided into rounds in which peers interact by making
qgueries and downloading files. At the end of each round, the record of authentic and
inauthentic downloads is used to calculate the trust values for the next round. In order to
simplify the model, we assume the existence of a non-strategic third-party known as the
centerwhich is available to calculate peers’ trust. In practice, our mechanism is capable of
operating in a distributed environment using the algorithm we will describe in section 6.

We assume there are two types of peensiliciousandselfish Malicious peers desire
to minimize the number of authentic downloads in the network and may collaborate to do
so. Each selfish peer, on the other hand, wishes only to maximize its trust score. We model
selfish peers as trust-score maximizers because, in EigenTrust, each peer is given quality
of service proportional to its trust score in order to incentivize file sharing. Thus, a peer
that primarily values its quality of service will seek to maximize its trust score. We assume
that selfish peers do not collude to increase their trust scores.

Formally, at the beginning of each roundeach peei makes a set of queri€g]. From
these queries, the peer receives a set of authentic and inauthentic downloads, which we
denote byd]. The entire set of downloads received by all peers we deno#,ashile
we refer to the set of downloads received by all peers otherithad” ;. We refer to the
set of all possible downloads @ At the end of each round, each peer submits its report
c@f of the downloads received. These reports are used to calculate the trligor each
peer in the next round according to the trust funcﬁ@(rii, a?_,»). We sometimes omit the
superscript in our notation when the round is clear from context.

As we are primarily interested in the problem of motivating peers to report their down-
loads truthfully, we assume that peers follow the protocol in their other actions. Weakening
this assumption is interesting but beyond the scope of this paper. Thus, we assume that the
only actions which the peers are free to choose are the reports they make to the center.

We further assume that each selfish pegemyopic: if there is no false report of down-
loads which improvess trust score in the next round, then peeeports truthfully. Trust
scores are somewhat sticky from round to round: a peer with high trust in roisndore
likely to be downloaded from and thus have a higher trust in rauadl. Thus, even if
there is no manipulation which improvés trust score in the next round, it is still possible
for peeri to improve its trust score in future rounds, perhaps by increasing the trust of some
other peer which is likely to recommend péen the future. We note, however, that such
manipulations require a high degree of accuracy in predicting future downloads by other
peers and are not likely to be a problem in real systems.

The strategic situation thus far described defines a single-round Game (N, D, T),
the game with playersv, actions ofi asd; € D; (the set of all possible reports of
downloads) and payoff foi asT;(d;,d_;). A dominant strategy equilibriunDSE) of
this game is a profilei* € D of actions such that for every playérc N we have
Ty(d*,d_;) > Ti(d;,d_;) for all d € D. In other words,d* is a best response to
any strategyl_; of the other players. We wish to design a reputation system in which
peers will honestly report the downloads they received, no matter what those were and
no matter what other peers choose to report. We will do this by making each peer indif-
ferent between its actioné Formally, we say that a trust scdfeis non-manipulabléf
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Ty(d},d_;) = T(d},,d_;) forall d,d" € D. Thus, ifT is non-manipulable, honest reporting
will be a DSE of the gamé&/ .

4. THE EIGENTRUST ALGORITHM

The EigenTrust algorithm is intended to compute a trust score that indicates how likely a
peer is to be malicious. We choose EigenTrust to approximate because it has been shown
in simulations to be successful at alienating malicious peers and also because theoretical
analysis of PageRank [A.Y. 8land HRDAN 2001] can be applied to show a bound on
manipulability.

As we will present a modified version of EigenTrust in our work, we first briefly de-
scribe the EigenTrust trust score. For some quegyQ;, j € server;(q) signifies thatj
responded affirmatively tds query. If in a round- a peeri has hadat(i, j) satisfactory
downloads fromy andunsat(i, j) unsatisfactory downloads, let; = max(sat(i,j) —
unsat(i, j),0) andd;; = Zi.”éik' In words, d;; is a normalized measure of how much
trustsj. EigenTrust assumes there is a collectioprettrusted peersuch as, for instance,
the founders of the system, that are commonly known to be trustwantinipri due to ex-
traneous factors. The degree of pre-trust allocated to peers is captured by a commonly
known distributionp over pre-trusted peers. Defiligas the matrix of reported downloads
[cﬁj] and P as the matriX{p;; = p;]. We define a probability, known as theeleport
probability for historical reasons [L.AGE and WAINOGRAD 1998], which measures how
much trust the pre-trusted peers receive due to their pre-trusted status.

The EigenTrust value of each nodés computed ag's share of the stationary distribu-
tion of a Markov chain with transition matri%/ = (1 — ¢)D” + eP. Sot; = T}(d) can
be calculated as the principal right eigenvectoibf

We now define the EigenTrust algorithm [SAKIVAR and GARCIA-MOLINA 2003]:
Initialization Initialize the trust uniformly, assigning every peerustt) = %

Run Transactions Until the end of the current round each peef successively makes its
queriesy € QF. From the peerserver;(q), a single peej is selected to serve the file with

probabilityt/ > c cervers (q) th-
Compute Trust Values At the end of round:, each peef sends the entire repoi;‘ of all

its downloadsi;; to the center. The center sefs! = Ty(d") = eigi((1 — e)f)\TT +€eP)
The EigenTrust algorithm has been shown in simulations to successfully alienate ma-
licious peers. Also, it has the attractive property that itijigoad maximizing a peer’s
decision to share an authentic faévaysresults in an increase in that peer’s trust value,
and therefore a selfish peer will want to maximize the number of uploads it performs.
However, the Eigentrust algorithm also incents a selfish peer to lie about its recom-
mendation to gain a higher trust value. To maximize its trust, a peer ought always to
recommend a peer that recommended it. Consider the download graph of Figure 1 (a), and
assume a uniform distribution for pre-trusted peers oven glkeers: if the middle node
reports a download from the right node, it will have tr(&t— ¢) x ¢/n. If, on the other
hand, it reports a download from the left node, it will have tryst. This sort of example

IFinally, we note that, while peers have no incentive to lie, they also have no strict incentive to tell the truth.
While one could attempt to make peers strictly prefer truth-telling by a catch-and-punish schemer{i. &hd

ZHANG ], these schemes become problematic in the presence of malicious peers, and we suggest that the criterion
specified above is the best resolution of the incentive problem in the current setting.
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Fig. 1. (a) Manipulation Example Part (a) shows the actual download graph; part (b) shows a manipulation by
the middle node to increase its trugt) Links in the Markov chain with uniform distribution out of coler

is commonplace in real systems and the ratio of increase is independent of the number of
peers.

5. CYCLIC PARTITIONING

We now consider modifications to the basic EigenTrust algorithm such that our new trust
score is non-manipulable. We will proceed by creating a query topology and then making
each peer’s trust independent of his report of downloads. The query topology created is
natural in that the upload maximizing propeayly holds for the downloads the designer
desires, and thus there are no incentives for peers to share files with peers other than those
chosen by the designer. We change the EigenTrust algorithm as follows.
Initialization At the initialization of our algorithm, the center partitions the peers evenly
into colors, whereZ' = {ci, co,...cp, } is the set of partitions. Each color has eithé |
or [>] peers. The center arranges the colors into a directed cycle chosen uniformly at
random.Ve € C, let pred(c) be the color which is the predecessorcdh the cycle and
suce(c) the successor af We restrict the distributiop over pre-trusted peers to assign an
equal amount of pre-trusted weight to each color @en c.p; = %).
Run Transactions We restrict each peerin every colorc to query and download only
from the peers isucc(c). We thus note that for every quegy server;(g) contains only
peers insucce(c).
Compute Trust ValueslIn order to compute the trust score for nodes of a given eglae
compute the stationary distribution of a modified Markov chain. We set the outgoing links
from colorc to be uniform ovesucc(c), and then calculate the trust values of the nodes in
¢ in this modified Markov chain as shown in Figure 1 (b).

Formally, we compute the principal right eigenvector fodifferent matrices\/,, one
for each color in the partition. For a particular cotofet Jm =d;jifidec andcﬂj =
if i € c. Letﬁc be the matrix[gij]. Instead of computing the principal right eigenvector
of M = (1 — €)DT + €P as in EigenTrust, we compute the trust of a nodé color c as
theith component of the principal right eigenvectorﬁzﬁ =(1- e)f)g + eP. Since the
total trust in each color isjﬁ in both the original and the modified Markov chain, the trust
values form a probability distribution, as desired.
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Clearly, the trust value of peérin roundr + 1 is independent of its report in round
since that report is never used to calculéddrust. This shows the following result:

THEOREM 1. The trust score defined by cyclic partitioning is non-manipulable.

We can also show that the error on the trust values is small, decreasing exponentially
in m. Using the techniques of [A.Y. 8land DRDAN 2001], we can show the following
theorem proved in the Appendix:

THEOREM 2. Lett; be the trust calculated from a particular set of downloads accord-
ing to EigenTrust and; be the trust calculated by cyclic partitioning. Then,_ [t; —
ti] <2(1—e)™.

Now, in order to guarantee an erroergiven a particular teleport probability(in other
words, if we wish to allow the malicious nodes to gain an amaeumbore trust than in
EigenTrust), we need only a number of colors logarithmit fn.

6. DISTRIBUTED IMPLEMENTATION

While cyclic partitioning may be a non-manipulable approximation of EigenTrust, it would
be no use if it could not be computed effectively in a distributed fashion. In this section,
we first discuss how to route queries without overhead in a color-restricted network, then
show how to efficiently compute trust scores by a distributed algorithm.

Queries in the EigenTrust system are flooded throughout the network, with each peer
responding to a query if it possesses the file. Naively, peers could only respond to queries
from the predecessor color using the same routing architecture. In a system auoith
ors, however, this approach would require a factor nfore messages to reach the same
number of peers who could potentially respond to the query.

However, by altering the routing topology in the graph, we can route messages without
any additional overhead due to the color restriction. First, we require that peers maintain
neighborsof only their own color. Second, we also require that peers maintain a list of
delegatesof the successor color. Now, a node which wishes to make a query first sends
it to each of its delegates. The delegates forward it to their neighbors, who forward it
iteratively to their neighbors. Now, no peer receives a message to which it cannot respond.

We now show how to compute the required eigenvectors in a distributed manner.
While one could use standard distributed PageRank algorithmsgdSe&ouL 2003], we
give a simple distributed algorithm which exploits the fact that our eigenvectors are of a
special form that can be computed exactly and efficiently.

First, notice that in the Markov chail,. the stationary distribution of anye succ(c)
can be calculated immediatel;: = (1 — €)/n + ep;. (1 — €)/n comes from the uniform
links of the previous color, aneh; comes from the pre-trusted weight. The stationary dis-
tribution of suce(suce(c)) is then just a linear combination of the stationary distributions
of its parents, plus a term to account for the pre-trusted weight.

Using this idea, the following simple and efficient algorithm can calculate the trust of ev-
ery color and can be made secure using the methods outlined injBvAR and GARCIA-
MoLINA 2003]. For every colot, i € succ(c) initializes its distribution ta; = (1—e¢)/n+
ep; and sends this information to its childrgnalong Withdij. Every other node waits to
be sent the distribution of its parents, then calculates ep; + (1 — ¢) Zkepu(j) tkcikj.
Whenc has calculated its trust, it stops. This algorithm requires one linear combination per
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node per color, terminating im rounds of communication wite(m) linear combinations
per node.

7. EMPIRICAL RESULTS

There is a trade-off between approximating EigenTrust well and keeping the trust values
we are approximating meaningful. A peer selecting another peer as a download source
from a poorly-populated color has very little selection from among the group of peers with
the requested file. Therefore the trust values will be of less use in preventing malicious
peers from uploading inauthentic files. Taken to an extreme, if there is only one peer
per color, trust values are useless. These considerations argue for fewer colors with more
peers in each color. But the error in our trust values - that is, the maximum amount of
trust malicious peers could be assigned over their trust in EigenTrust - decreases with the
number of colors. Thus, increasing the number of colors increases the faithfulness of our
trust values to EigenTrust but decreases the usefulness of the EigenTrust values.

To quantify this tradeoff, we turn to simulations. We are interested in how much worse
off the overall system is due to selfish users. The metric by which we determine the success
of the overall system will be the fraction of inauthentic file downloads. As we will see, even
with very few colors (and therefore a large degree of error in our trust values), partitioning
is still effective in limiting the number of inauthentic file downloads. Furthermore, the
trust values remain useful when the number of colors is on the order of logarithm of the
number of peers. We will see that malicious peers can still be alienated successfully using
cyclic partitioning and that non-manipulability can be guaranteed without too much loss of
effectiveness compared to EigenTrust.

In our simulations, we used the simulation environment that was used to test EigenTrust.
This environment uses a power law network model, with nodes possessing files and choos-
ing queries from a preset number of content categories. For more details, seeM&K
and GARCIA-MOLINA 2003]. All simulations are run with the same parameters as used to
test EigenTrust, except that the number of peers reached by a given query was decreased
(the time to live is set td so as not to flood the entire network) and the number of content
categories was reduced@do better reflect the scale of our simulations. All data other than
the trust values in the Figure 2 (b) is averaged over the last ten of 30 cycles in 4 separate
runs.

7.1 Performance Against Uncoordinated Malicious Peers

First, we simulated a network witth6 selfish peers]10 pre-trusted peergi4 malicious
peers (20%), and varied the number of colors in the partitioning from 1 (no partitioning)
to 10 colors. As in threat model A used to test EigenTrust [BMKAR and GARCIA-
MoOLINA 2003], in this simulation, malicious peers always provide inauthentic files and
recommend another peer if that peer has given it an inauthentic file.

We find that, in keeping with our theoretical analysis, the total error in trust scores
decreases quickly. Furthermore, the fraction of inauthentic downloads converges to that
of EigenTrust with a similar speed, as shown in Figure 2 (a). Both schemes significantly
reduce the fraction of inauthentic downloads compared with random node selection where
no trust values are used.

Figure 2 (b) compares the global trust values of cyclic partitioning and EigenTrust. Both
algorithms successfully assign a trust value of zero to the malicious peers and assign similar
high levels of global trust to the high trust peers.
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Fig. 2. (a) Fraction of inauthentic files versus the number of colors in the gréphGlobal trust for all 256
selfish peers.

However, cyclic partitioning has an additional advantage. EigenTrust has a much higher
degree of concentration in the trust values of the selfish peers than does than the cyclic
partitioning trust system. This is because the division into colors disperses the trust by
forcing certain peers to distribute their trust amongst a specified subset. The power law
network reaches certain nodes more often than others and this property is diluted by the
division into colors. Less variance in trust values among selfish peers leads to a more
evenly distributed workload.

In our second simulation, we varied the number of malicious peers for several different
settings of the colors and trust, as shown in Figure 3 (a). Even when half of all peers
are malicious, cyclic partitioning maintains performance that is close to that of EigenTrust.
The fraction of inauthentic downloads is consistently reduced by a significant portion using
cyclic partitioning, as compared to when trust values are not used at all.
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Fig. 3. Fraction of inauthentic files vers(e) the number of malicious peergb) the percentage of malicious
peers that are of type D in the malicious collective.

7.2 Performance Against Malicious Collectives

In our third simulation, we changed the threat model to allow some malicious peers to give
out authentic files to build up trust, and then recommend malicious peers, as in threat model
D of EigenTrust [S. kMVAR and GARCIA-MOLINA 2003]. This scenario is especially

hard for EigenTrust - and therefore cyclic partitioning - to handle because, since these
peers never give out inauthentic files, these peers are never discovered and isolated from
the network.
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A peer of type D responds to 5% of all queries, always answers with authentic files,
and recommends every malicious peer of the successor color. Each remaining malicious
peer chooses one malicious peer in its successor color at random to recommend, so that
the peer’s trust is not wasted (corresponding to threat model B of EigenTrust.)

The third simulation was run with 64 selfish peers, 3 pre-trusted peers, and 40 malicious
peers (39%). The fraction of malicious peers of type B and D was varied as is shown in
Figure 3 (b). For settings with a fraction of malicious spies up to 40%, EigenTrust and
cyclic partitioning both perform better than a random strategy. Furthermore, cyclic parti-
tioning is less dependent on the fraction of type D peers. This is because cyclic partitioning
throws some information away in order to achieve non-manipulability, and therefore is less
easily ‘tricked’ by type D peers. As can be seen, cyclic partitioning with 2 colors throws
away a great deal of information and therefore exhibits a similar behavior to the random
strategy as the fraction of type D peers increases. Cyclic partitioning with 5 colors, on the
other hand, creates trust values much closer to those of EigenTrust. It therefore exhibits
behavior similar to EigenTrust as the fraction of type D peers is increased.

Thus, against this more difficult adversary, cyclic partitioning performs comparably to
EigenTrust, while maintaining non-manipulability.

8. CONCLUSION

We present a non-manipulable trust system based on EigenTrust that provably approxi-
mates the EigenTrust score and performs comparably in practice.

While EigenTrust's mathematical structure allows nice theoretical guarantees that may
not carry over to other trust systems, we believe the general technique of cyclic partition-
ing can be fruitfully applied to guarantee non-manipulability in other trust systems as well.
Evaluating the practical performance of this algorithm in other trust systems is an interest-
ing future research direction.

APPENDIX

Consider a download graph which is partitioned intocolors, and in which a peer in
any colore can only download from a peer kucc(c). We wish to prove Theorem 2 by
bounding the error in trust values which arises from altering the outgoing links from some
color¢. The proof was first given in [Z. BRAMS and RLOTKIN 2004] and is reproduced
here for completeness.

Let h;. indicate the number of hops along the directed cycle, startingaatd following
the successor function fromuntil we reacthr. If cis the successor @ then ishz. is 1.

To prove this, we consider two coupled Markov chains: an original Markov cKain
using transition probabilities from matri}, [;; = (1—e¢)d;; +ep; for all entries including
¢, and a perturbed Markov chaki that differs fromX only in the variables;;, for all
i € ¢, j, affecting outgoing links from the set The original trust will correspond to the
stationary distribution ofX; the trust after altering the outgoing links will correspond to
the stationary distribution df".

Let X, be the location of the random walk at timeising Markov chainX and letY;
be the symmetric notation fdr'. Initially, the walk begins at two arbitrary nodes n
Both walks use the same random input, and therefore teleport at exactly the same steps to
exactly the same peer. Notice, the walks are always in the same set along the cycle.

LEMMA 1. When a teleport occurs, the walks will be coupled (i.e. at the same nodes)
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until the walk visitsz again.

Proof The decisions whether to teleport and where to teleport are determined by the
random input. Since both walks follow the same random input, when a teleport occurs
they will both go to the same node. Once they are at the same place at the same time,
the Markov chains are the same and they are following the same random input so it is not
possible for the paths to split unless they are leaving the. set |

With slight abuse of notation, we s&, is also the node that the random walk visits at
timet, and thusXy, Y; € c signifies that at time both random walks are in

LEMMA 2. Pr(X; # Yi|X;,Y; € ¢) < (1 — e)hee,

Proof By previous lemma, no teleport occurred since the most recent time step in which
both X andY were inc. Any walk from ¢ to ¢ that does not teleport must be at lehst

hops long, and at each hop there igrobability of teleporting. Therefore the probability
that no teleport occurs is at mogt — ¢)"==. Since any teleport will result ik, = Y;,
Pr(X; # Y| X, Y; € ¢) < (1 — e)hee, O

7 2(1—¢)hee
LEMMA 3. > [ti —t;] < %

Proof The distribution over event& ., Yo, |(X o, Yoo € ¢) is a coupling over the eigen-
vectors for Markov chains X and Y and therefore we can apply the Coupling Lemma of
Aldous [ALDouUS 1983]. The probability of eventX .., Y € c) is % so the total error
on these events is divided by. O

We may prove Theorem 2 using Lemma 3 and setting the eolorc and therefore
hee = M.
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