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Decentralization of publication is one of the gradvantages of the Web's infrastructure. Howewati| oow,
Web failed to fully engage the user to contribuid add contents. This is the primary motivation\iéeb 2.0,
which revolves around the notion that people cahahtents for Collective Intelligence. Enterprisas also
use Web 2.0 to reduce costs and increase profisgh Social Network Analysis. Web 2.0 applicatitaget

to interconnect the users and contents so thatdbes can use contents to find participants ane vérsa.
Therefore, if the users are further assisted, tbcatents to the web, link people with people, Emkpeople
with contents; then the distinction between thesptgl and electronic worlds will cease to existisTiveb
environment will enable the users to use web fdieCtive Intelligence and Social Network Analysigfined
here as ‘Internet Singularity’. This paper proposes application architecture based on decentralized
information structure that links contents and pedplether. The architecture embraces FOAF, ARDI;,
RDFS and OTER (Online Trust Evaluation RDF). OTERd@nstructed by using RDF Schema for linking and
representing online trust evaluation informatiorthivi Web 2.0. This architecture can be used as dehto
develop Web 2.0 applications for any e-domain. Haxeit is believed that trust will be the main gyetic
force in Web 2.0 as it is in the current physiaalibnment. The proposed application architectargets to
assist the participants in committing online tratisas while contributing towards Collective Intgénce.

Categories and Subject Descriptors: |.7Dbdument and Text Processing]: Electronic Publishing; H.3.5
[Information Storage and Retrieval]: Online Information Services Web-based services; Date sharig4.4
[Computers and Society]: Electronic Commerce -Electronic data interchange (EDI)J.4 [Computer
Applications]: Social and Behavioral Sciences - Sociology

General Terms: Human Factors, Design, Languages

Additional Key Words and Phrases: Semantic WebgtEaic Social Networks, Electronic Trust Evaluatio
Human Factors in Computing

1. INTRODUCTION

Web 2.0 is not just about the birth of a set of neshnologies per se. It is rather more
related to how the technologies can be used totliakphysical world with the electronic
one within the social network domain to empower fawilitate users to contribute more.
Web 2.0 is not only a set of technologies: it ais® properties which aim for social
integration, user-contributed content, user-geedraietadata, transparent business
processes and decentralized and participatory ptedund processes [Gartner, 2006a]
Within Web 2.0, the existence of social netw@oand the associated social network
analysis (SNA) are considered to be of high sigaifce. The resultar@ollective and
engineer web applications, so that the enterprsesincrease revenues or save COSts.
Hinchcliffe [Hinchcliffe, 2006] proposed that WekDZXin future) will lead tdnternet
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Intelligencehas been rated as transformational [Gartner, J0@&Hlective intelligence is
an intelligence that emerges from the collaboratinod competition of many individuals
with no centralized governing body. SNA involves #ipplication of new ways to deploy
Singularity Flake [Flake, 2006] alluded that a deeper anktdigcoupling between the
online and offline worlds will expedite the growth science, business and society, while
quickening self-actualization. The author furtheedicted that with the passage of time,
the Internet’s content, composition and participamtould more closely reflect and
represent the physical world.

Based on the above findings, it may be actépta postulate that Internet Singularity
is oneness of both the online and offline worldss la reflection of the physical world,
primarily facilitated by social computing. Such ecsml computing platform is likely to
contain components that support and represent esiatial paradigms such as online
identity, online reputation and online trust. Tohiewe Internet Singularity, web
applications need to be modeled and developedhatousers are assisted to contribute
contents and metadata. These contributions canrbieef used for collective intelligence
and as SNA attributes.

In future web systems, trust will be the maymthetic force, as it is in the present
physical environment. Trust based online merchantiependent rating systems, trusted
peer to peer networks and personal electronic soetavorks will play a major role in re-
shaping the way business is conducted in the e@mwient. Therefore, this paper
concentrates on achieving Collective Intelligennethe domain of online initial trust
evaluation in e-commerce through Internet Singtylari

This paper proposes a conceptual Web 2.0@giah architecture that adopts Friend
of a Friend (FOAF) [Brickley and Miller, 2005], Ato [Nottingham and Sayre, 2005],
RDF and RDF Schema (RDFS) tools. A unique blenthe$e tools, as proposed here,
will facilitate the online users to make decisionsjle committing electronic transactions
on the basis of initial trust evaluations learnsshf others. For this purpose, the model
proposed in [Mahmood, 2006] is selected, as itimesl a suitable structure of metadata
and provides a useful mathematical expressionatuate the contents.

2. TRUST AND ELECTRONIC COMMERCE

Recently trust has been recognized as one of thie faators affecting electronic
commerce. According ta&/ISTA International E-Commerce Sury@yiSTA, 2000], trust
(26%) is the most important barrier to electrordcnmerce in 27 surveyed countries. The
survey recognized “trust as significant stumblingpck in electronic commerce
development due to the fact that electronic commerglobal and its international reach
means that participants must deal with unknown oongmous individuals and
companies”. The WISTA survey also identified paymesecurity (25%), trust in
infrastructure (17%) and information privacy (15%9 the most important trust related
issues for acceptance of electronic commerce. Tiheeg established the impact of trust
on electronic commerce with the majority of thep@sdents agreeing to this at least at a
moderate level (strongly 42%, moderately 35%).

2.1 Social Aspects Influencing Trust

A connection needs to be established between etéctsocial networks and e-commerce
through online initial trust. For this purpose, twhysical social components are
identified, and also found to be applicable in &ectronic environment. These social
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components affecting user decisions in committimijne transactions are discussed
below.

2.1.1 Trust and Online Reputationn the absence of trusted referral or past
experience, online reputation can be one of theiardactors for the user to establish
relations with online service providers. ZachaZadharia, 1999] states “reputation is
usually defined as the amount of trust inspiredalparticular person in a specific setting
or domain of interest”. Online reputation regardamge-business is built by collating the
past experiences of the users who have previousbracted with the same service
provider. This technique, in the form of reviewsedback and point ratings, is used by
several online auction sites like eBay.com and semb retailers like Amazon.com to
enhance users’ level of trust on web merchants.d¥ew under such circumstanctdse
users’ level of trust in the information sourceysla decisive role.

In an empirical study by Sarah et al. [2002], itsvidentified that most users would
give high value to the previous customer endorsésnesven more than third party
affiliation, to judge the ability of the web merctian the same study, 80% of the
respondents reacted positively to establishing wosn online merchant, due to positive
feedback from previous customers.

2.1.2 Trust and Trusted Referraleformation regarding a product, physical or online
business acquired from either the users’ physicabmline trusted social network,
impacts the users’ initial and subsequent levatwdt in an online business. The impact
is directly associated with the users’ level ofstrin the information in terms of the
source’s credibility, honesty and ability. Trustetferrals [Kim and Prabhakar, 2000]
“are the primary means of disseminating market rimétion when the services are
particularly complex and difficult to evaluate. $himplies that if one gets positive word-
of-mouth referrals on e-commerce from a person siithng personal ties, the consumer
may establish higher levels of initial trust in @mwmerce”. According to Fullam et al.
[2004], the users’ belief on accuracy and certagaigveyed in the information ultimately
determines their level of trust in the informat&ource.

Accordingly, the two recognized social electronionponents that link together the
electronic social network with the electronic comeeeare illustrated in figure 1.

,,,,,,,,,,,,,,,,,,,,, (Physical Social Network>

i Social
Components
Affecting - .
‘ Electronic Social Network
L. Onling Trust __ ( - >
b ¥ v
bof < Trusted Referrals ) < Online Reputation >
\\\\\ A ////
. 4

( Electronic Commerce >

Figure 1: Recognised links between physical sow@alork and e-commerce.

3. INITIAL TRUST EVALUATION IN ELECTRONIC COMMERCE

Mahmood [Mahmood, 2006] proposed a mathematical ental evaluate trust in the
electronic environment, which comprises trust ie #lectronic transaction and the e-
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business entity. Trust in online business is furtbdivided into subjective probabilities
consisting of trust in the business entity’s parfance and honesty. User perceived trust
in a transaction impacts and controls the exchasfgéunds. The following figure,
adopted from the selected trust evaluation modelines the involved dynamics of trust
in an electronic transaction:

User Trust
(Subjective Probability)

v N

Trust in e-Business ‘ Trust in e-Transaction ‘
, .
Trust in Business Trust in Business Trust in Financial Transaction
Performance Worthiness Processing
| Goal Mapping S
Ability Reliability
Order Processing Honesty &
and Capability Credibility

Figure 2: Trust Evaluation Dynamics [Mahmood, 2006]

The same author proposed the use of the followiathematical expression to determine
the worthiness of an electronic transaction fooaline service:

_ Wbp + Wen
Wol =| | ——— |- rw,, (1100 (1)
W, + W,
Where

Wol = yworthy of investment

Wop = weighted trust in business performance

Won = weighted trust in business honesty

Wi = the ratio of weighted probability of losing uaired investment

w, = Subjective weight of business performance

Wh = Subjective weight of business honesty

All the above used weighted values are computddilasvs:

Weighted trust in business performan(\,’ng) - Py LW,
Weighted trust in business honest{ft) = Py LW,
(1_ pt)Dfui D\Nt

while "Wui is computed as My

Where
Pi= subjective probability of financial transactioropessing

Wi = subjective weight of financial transaction praieg

ACM SIGecom exchanges Vol. 7 No. 2, June 2008.



Enabling Internet Singularity within the Electrot@ommerce Trust Modek 5

My = represents the maximum weight which can be asdigo financial

transaction processingmwt’ is fixed at 10

f

ui = fraction of uninsured investment. Which is commljast‘;li . Where
t.

g total investment andl is insured investment amount

The computedWol value can be used by the online user to obtainnditation of
whether they should complete an online transactipmot, on the basis of the user
assigned weights and subjective probabilities. T@npute Wol for each online
transaction, the use of a browser plugin was pregpdslanmood, 2006] so that the user
can enter necessary data in order.

4. CONCEPTUAL LINKING OF INDIVIDUAL TRUST FOR COLLECTIVE
INTELLIGENCE

Since the above trust evaluation model lacks inadet and content sharing, it is not
compatible with the Internet Singularity vision. éfhweb application architecture,

proposed in this paper, enables online users te strd share the subjective probabilities,
weights and transaction values so that the con&ibunformation can be used for

collective intelligence. The proposed applicatiooh#ecture is divided into three main

modules, as described in the following subsections.

4.1 Information Sharing Module

Atom Syndication Format 1.0 has been selected rfforination sharing, which is an
XML language used for web feeds. Two obvious clwifm this role were RSS and
Atom. However, Atom 1.0 is used on the basis oadsantages over RSS as outlined in
table 1.

Table I: Comparison of Atom 1.0 and RSS
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Atom 1.0 RSS
Atom is defined within XML NamespaceRSS is not defined within XML
[Atom Namespace, 2005]. Namespace.

Atom has standardized autodiscove RSS uses many non standard variants of
Atom has registered IANA MIME type¢ autodiscovery. RSS 2.0 feeds are often
‘application/atom+xml’. sent as ‘application/rss+xml’, although it|is
not a registered MIME-type.
Atom uses the Atom Publishing ProtocoMetaWeblog and Blogger are the two
(APP). APP is a simple HTTP-basggopular APIs widely used with RS
protocol for creating and updating WeltHowever, they are not interoperable.

resources. APP is a IEFT draft protocol.

U7

Atom syndication format is published asRSS has multiple incompatible and widely-
an IETF standard in RFC 4287 [IEFTadopted variants.
2005].

4.2 Social Representation Module

Friend of a Friend (FOAF), a Resource Descriptioantework (RDF) Vocabulary, has
been utilized to store, share and represent seciahgements of a user. The FOAF
vocabulary is identified by the namespace URI ‘ttmins.com/foaf/0.1/'and enables
individuals and organizations to participate inatieg an open network of their trusted
friends,including both individuals and organizations. THeAF project looks into ways
to use machine readable and parseable web pagpsdple, groups, companies and web
applications. To protect the user and its friefrdsn phishing attacks, the proposed
application saves the emails in SHAL1 encoded forbyatising ‘foaf:mbox_shalsum’
element.

4.3 Trust Evaluation Module

Since RDF is one of the languages of Web 2.0, RRRFRDF Schema (RDFS) have been
identified and used for each user’s trust ratings storage. A new RDF schema termed
Online Trust Evaluation — RDFS (OTE-RDFS), has beagineered for this purpose,
which uses the Dublin Core defined elements, IAN#Ad aV3C Standards and 1SO
standards. The standards include the use of ISO3804 [ISO8601, 2004] for date
format, 1SO639-2 [Library of Congress, 2006] forndamage definition, DCMI
Vocabulary [DCMI, 2006] for genre of the resourd®804217:2001 [BSI, 2005] for
currency code specification and IANA media typ&sNA, 2006] for service output. The
conceptual diagram of suggested OTE-RDFS is depitdigure 3. To avoid clutter,
most of the underlying technical information hasmemitted from the figure.
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Figure 3: OTE-RDFS Conceptual Diagram.
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5. CONNECTING FOAF AND OTER THROUGH ATOM

As discussed earlier, to feed the contents of euatuations (OTER) and user's FOAF
social network information, Atom 1.0 has been usEde proposed Atom document
structure is described further.

5.1 Feed Information

The feed information section provides description of the Atom document and the
author’s related information. The ‘updated’ element used to specify the last
modification date and time of the Atom document.

5.2 FOAF Information

Inside the ‘feed’ element, each user’'s categoryFOfAF is represented by using the
‘entry’ element. Within entry, the ‘category’ elemeis used to specify the type of the
entry. It has a ‘term’ attribute, which specifiée type of document such as “FOAF” and
a ‘scheme’ attribute, which points to namespacé g ‘http://xmins.com/foaf/0.1" for
FOAF documents. Moreover, a link to FOAF documentaiso embedded inside the
‘entry’ element, and ‘application/rdf+xml’ is assigd to the ‘type’ attribute for the ease
of processing. Besides above, the ‘published’ etemis used to specify the
publication/creation date and time of the FOAF doeant.

5.3 OTER Information

The user’s online trust evaluation document is dilsled with the Atom document by
using the ‘entry’ element. Within entry, the typktbe entry is specified by ‘category’
element. For example “OTER” is specified as theugabf the ‘term’ attribute, and the
‘scheme’ attribute points to OTE-RDFS document. &ver, an OTER document also
embeds a Ilink inside the ‘entry’ element and sets ‘tge’ attribute to
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‘application/rdf+xml’ to assist auto-processing.ellast modification date is specified by
the ‘updated’ element, and the publication/creatiate and time of the corresponding
OTER document is specified by the ‘published’ elatne

Figure 4 outlines the connections between FOBFER, OTE-RDFS documents and
the user through the user’'s Atom document.

Social Netw
N Collection
TS of FOAF
Atom X
Document & ‘ Dubli
OTER | ublincore
/ 7| elements 1.1
OTE-RDFS [ RDFS
Feed
Information

RDF
Namespace

/" FOAF

" Namespace

Figure 4: Linking the components of the proposestesy through Atom

6. SOCIAL NETWORKING WITH FOAF

The proposed architecture divides the FOAF docurmgatPerson and Group sections.
The Person section of the FOAF document providesf lmformation about the author
and links to the author's Atom and OTER documeirsthe Group sectionafter
specifying the group name, the ‘member’ element #rel ‘Person’ class of FOAF
namespace are used to specify information regaretep member of the group. Within
each ‘Person’ class, links to the OTER and Atomudoents of each member are
specified by the ‘Document’ class. This ensurektacd linking of the member’'s FOAF
document with FOAF and Atom documents.

Figure 5 presents an example scenario wheieds FOAF document connects two
people. The FOAF link also enables the users tesscother users’ Atom and OTER
documents, where each OTER document provides tuatuation information on
multiple e-merchants. Besides these links, eacimAtocument is also structured to refer
to OTER and multiple FOAF documents, so that tlazctecan be performed recursively.
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Figure 5: Linking users and OTER Documents throaQAF.

Direct connections between the FOAF, Atom and O'BBBuments are established in the
architecture. Therefore, such an architecture esatile participants to use contents to
find people and use people to find contents (sgerdi 6), as desired by the Internet
Singularity vision.

People People
use use
- content <« | people <«
to find to find
people content

Figure 6: Interconnecting People with Contentssiist collaboration.

7. RESTRICTING YOUR PERSONAL DATA

Web is an open place and generally users do not twashare their personal (private)
information with public. For example, a user maynwvto share his name, home page
information and picture publicly, but wishes totries access to phone contact details to
certain parties. For such situations, the user eam PGP utilities like OpenPGP
[GPG4Win, 2006] to encrypt and sign private corgenf both OTER or FOAF
documents by using their public key. Such conteats only be decrypted by using the
user’s private key. The user can then publish therypted and signed RDF GPG
(rdf.gpg) documents publicly by linking them withT@R, Atom or FOAF documents
with the help of the RDFS property ‘seeAlso’ and tWeb of Trust namespace [XmINs,
2002]. The user can now distribute his private tethe desired parties so that they can
decrypt the private encrypted signed documents.

8. CONCEPTUAL MODEL OF INFORMATION FLOW

Figure 7 presents the conceptual diagram thatnastlihe sequential flow of information
between the application and the user, as this papgrconcentrates on the information
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flow. It does not cover the user interface and raedm of information gathering, since
these have been already addressed in detail inrfidatl, 2006], and is outside the scope
of this paper.

When the plugin is active, it checks for catremerchant’s trust evaluation
information from the user's OTER document. If théormation is available in the user’s
OTER file (step 5), then it is displayed to therustep 6a). The user can also change and
update his record (steps 9a). However, if thereoigdata on current merchant in the
user's OTER document (step 6b), then the useraspted to make evaluations and
enter the subjective trust evaluation values (t8p If the user feels confident in making
evaluations and enters the trust data, then thesu®F ER file is updated (step 9bi).
However, if the user feels that he/she needs assistfrom the FOAF social network
(step 9bii), then a query is submitted to the FO#gtwork (step 10b). The search is
performed in a recursive manner [1]. Initially, tBFER files of the user’s FOAF social
network are searched. This is followed by the deast the OTER files of each
corresponding person’s FOAF network and so fortith#s point, the application enables
the user to limit the search by specifying the begtcurrent search. Once the search is
performed, the trust evaluation data is gatheretipancessed (step 11). Aif the trust
values are represented to the user as a meani$e¢hé¢step 12). The user then evaluates
the computed mean values and decides to eithepiatitem or change them before
adding a new record in his/her personal OTER docur(sep 14). Since the proposed
information architecture uses Atom as the mainifigkdocument, each addition of
record or alteration of data in the user's OTERegates a notification to all the users or
services which have subscribed to the user’'s Awed {step 10a).

! Complete source code and all the resources refatibis project can be accessed from
http://oter.sourceforge.net
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Figure 7: Information Flow Diagram.

9. FEASIBILITY OF THE ARCHITECTURE

The architecture is based on a decentralized staaad access model. There is no need
for a central server for user registration, aggtiegaand processing of data. Any use of a
centralized server would be against the philosophWweb 2.0 and such an application
would also lose the crucial advantage of the wedldity to support decentralized
publications. Since the collection, linking and gessing of information is completely
distributed, the proposed architecture is moredéd and robust.

10. CONCLUSION AND FUTURE DIRECTIONS

The application architecture proposed in this pajsess decentralized information storage
and access structure, while keeping the contents the people interlinked. The
architecture uses Web 2.0 technologies such as At@AF, OTER and RDFS for data
storage, representation, processing and sharinganbine trust evaluation RDF (OTER)
scheme is designed, which is an application ofptfoposed online trust evaluation RDF
Vocabulary (OTE-RDFS). The components and ovenadhigecture fully conforms to
Web 2.0 standards and aims to assist the parttsiparcommitting online transactions.
The architecture establishes a strong link betwbercontents and people thus enabling

ACM SIGecom exchanges Vol. 7 No. 2, June 2008.



12 . O.Mahmood and S. Selvakennedy

users to utilize web for Collective Intelligencehi§ unique method of structuring and
linking Atom 1.0, FOAF, RDF and RDFS can be usedany electronic domain to
achieve ‘Internet Singularity’. In addition, thepdigation architecture can also be used as
a blueprint for general Web 2.0 applications.

Currently, independent modules are being dg@esl and used to generate, process
and represent FOAF and trust evaluation informatiiofine tune the model. However, in
the future, all modules can be merged to develdypoavser plugin as the main access
point to the applicatiorgnd to enhance the users’ contribution for colectntelligence.
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